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INTRODUCTION	
	
This Information Technology (IT) Strategic Plan identifies strategies and goals intended 
to guide the adoption of technologies pertaining to teaching, learning, research, and 
business processes at Western Illinois University.  To the extent possible, it provides 
broad, overarching directions without attempting to identify specific technology 
solutions. 	
	
Given circumstances and resources at any particular point in time, the University has the 
option of determining how best to achieve those goals.  For example, while encouraging 
open source adoption, the plan does not specify specific applications.  Rather, its 
intention is to provide a framework and involve the University community in the 
selection of specific implementation items.  Thus, IT governance and this plan are 
intertwined.  The identification of specific solutions, strategies, and goals identified in the 
IT Strategic Plan are vetted through IT governance.  University Technology (uTech) is 
responsible for the implementation of projects that are approved by this university-wide 
IT governance process.	
	
The initial version of this plan covered the period of 2013 to 2018.  In this time of rapid 
technological change, five years represents a vast span of time.  Therefore, this second 
update to the IT strategic plan is intended to be both a living document and a rolling plan, 
revisited and revised by the University Technology Advisory Group (UTAG) on an 
annual or frequent basis to keep it current. With each subsequent version, it will become 
broader and more inclusive in identifying future mission critical differentiators and 
initiatives. 	
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RECOMMENDATION	1:		ADMINISTRATIVE	EFFECTIVENESS	
	
WIU’s Enterprise Task Force, working with a consulting firm, has identified SaaS as the 
platform of choice for its next ERP system.  Preparations for eventual migration to a new 
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Data governance includes identifying and defining data elements, ensuring data 
quality, establishing data ownership and controlling data security and compliance.  
WIU should take steps to formalize the current data governance processes.  
 

● Having data governance in place will reduce the length of time required 
for the actual ERP migration.  Goals and milestones specific to the 
migration need to be identified and the project refocused.   

● Adequate staffing must be assigned to the project. 
	

Action	Item	1.3:		Data	Warehouse	for	Historical	Data		
	

Data warehouse efforts now need to be focused on historical data.	
As noted in Action Item 1.3, it is probable that not all of the historical data will be 
migrated to the new ERP system.  Another solution to this issue is to store it in a 
Data Warehouse (DW).  Because the mainframe may eventually be going away, 
the DW must be running on WIU servers or in the cloud.	
	
It is preferable that a solution is found whereby historical data can continue to be 
available or eventually migrated into a data warehouse.  The data warehouse 
project needs to be refocused on preserving historical data and adequately staffed 
so that when a migration is made, WIU does not have to continue to maintain a 
mainframe.   Currently the DW project only has 1.5 FTE dedicated to it.  	
	

Action	Item	1.4:	Data	and	Analytics	
	

The SaaS model ERP that is eventually selected may include Data Warehouse, 
analytics and dashboard capabilities.  If not, then the University should move 
forward with its own data warehouse efforts to support data driven decision-
making by making institutional data and analytics more available and 
actionable.  This will be beneficial for reporting off of historical information.	
	
Data warehouses or multi-tenant, cloud-based applications that integrate 
applications and data in IT environments enable users to generate queries, reports 
and dashboards.  Such products also enable institutions to create mission critical 
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Reducing the amount of printing at the University will reduce costs and enhance 
efforts towards becoming more ecology-friendly.   Examples of how this can be 
accomplished include viewing information on monitors instead of a printed 
format, monitoring of responsible printing and photocopying usage by 
departments, using Google Apps for Education to share and collaborate on 
documents electronically, archiving documents electronically using a document 
repository instead of in boxes, reducing printing waste, etc.  An effort to reduce 
printing must be a collaborative effort by everyone in the academic community, 
which includes students, faculty and staff.	
To better facilitate mobile computer usage and further reduce paper waste, 
increase document security, and potentially further reduce the number of printers 
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Action	Item	2.5:		Unified/Federated	Management	Framework	
 	

The University should have a design, implementation plan, and standard 
procedures for identity management with changes controlled as strictly as other 
university critical systems.  The University should also participate in an identity 
management consortium, such as InCommon.	

	
The source of authority for determining an individual’s status within the 
university lies in Human Resources (HR), Provost, and Registrar 
functions.  Using these as sources of authority, automatic provisioning (account 
creation/activation) and de-provisioning of accounts on various critical University 
enterprise systems should be triggered by events occurring at the source instead of 
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voice and communication-related data instead of copper wire.  Traditional phone 
switches (PBXs) are no longer manufactured, which makes it increasingly 
difficult to find replacement components for Western Illinois University’s system.	
 	
Phone outages on the Macomb campus caused by water seeping into copper 
cables, combined with the increasingly tenuous nature of the University’s aging 
phone system, further highlight the need to move to VoIP.  The Quad Cities 
campus is currently using VoIP and the Macomb campus has limited VoIP 
installations (primarily in University Technology, Memorial Hall, and the 
administrative and courtesy phones in some of the residence halls).  The majority 
of the Macomb campus is relying on a telecommunications system that is 
antiquated and past its end of life.	
 	
Given that WIU has already invested in the VoIP backend infrastructure and has 
conducted a proof of concept for an open source solution, continued rollout of 
VoIP requires installation of telephone handsets in offices and upgrading the 
network in some buildings. Whereas this could be phased in building by building, 
the potential for costs savings implementing it at one time should be 
examined.  In lieu of desktop VoIP handsets, some universities use the existing 
desktop computers in offices along with less expensive headsets.	
  

Action	Item	3.2:	Ownership/Funding	of	the	Network	
 	

Western Illinois University’s network should be funded with ongoing 
operating/base resources instead of relying on one-time funding. 	
	
The current practice of requiring the colleges to fund upgrades to wires and 
switches in various buildings has resulted in a network that is not consistent or 
standard across all areas.  For example, the Horrabin wireless network is more 
robust and modern than the one in the Malpass Library.  The student residential 
network (ResNet), which has a consistent source of funding through student 
residential fees, significantly outperforms the Macomb campus network in all 
respects. Ongoing operating/base resources should be established for the upgrade 
and maintenance of the University’s network.	

	
Action	Item	3.3:		Network	Upgrades	
 	

A network assessment should be done and enhancements planned building by 
building for the networks in general.	
	
Given the changing networking landscape, cost differentials, and cost constraints, 
vendors other than those that have been traditionally used by the University 
should be evaluated.  Adoption of any new technology solution should include 
training (Action Item 9.1). 	
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● Upgrade the network distribution components (fiber and network 
equipment) to provide 10 Gigabits per second (Gbps) bandwidth to the 
core and downstream buildings.  This includes upgrading the existing core 
routers to 40 Gbps, expanded failover capabilities and upgrading the 
existing remote access gateway (VPN). 

● Deploy at least 1 Gbps to every desktop. There is a plan in place to 
accomplish this in ResNet, but the spending freeze has halted it. There 
have been several issues with providing this on the Macomb campus, 
however, such as CAT3 cabling and the use of older network equipment.  
All CAT3 cabling in all buildings needs to be replaced, which is currently 
an impediment to the implementation of VoIP.  

● Plan to accommodate the demands that the Internet of Everything (IoT) 
will have on bandwidth and security demands.  

● Because the IPv4 network address space has already been depleted, 
University Technology must test and IPv6-enable WIU's outward facing 
services. 

Action	Item	3.4:		Equipment	Rotation	
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currently accommodate up to 5G.  Quad Cities is now at 250 MB and can go to 
375 MB given current hardware.  Key components of the network infrastructure 
will need to be replaced to be able to accommodate increased bandwidth 
capability.	
	
The new 10G link between the campuses should be considered for possible egress 
sharing and its use for disaster recovery should continue to be developed.	

	
Action	Item	3.6:		Wireless	Coverage	and	Saturation	
 	

Locations that require robust wireless access need to be identified and 
infrastructure upgrades should be planned accordingly.  This is also related to 
Recommendation 6 and Action Item 7.4.	
	
As students continue to bring an increasing number of wireless devices and 
faculty begin to incorporate these devices into their courses, the demand for 
wireless access availability and network bandwidth will continue to grow.  Aging 
equipment must be replaced and new equipment added to bring it up to current 
standards and provide the necessary connectivity, throughput and security.  	
	
The wireless environment in teaching/learning spaces and heavily utilized green 
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Action	Item	4.3:		Focus	on	Mission	Critical	Differentiators
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Education).  Tradeoffs must be weighed, however, such as the loss of centralized 
application management, incident response, and the support required to maintain 
and operate the software.  The stability and risk of open source applications 
should also be ascertained by contacting other institutions using the software 
when possible.	
	
The University should also leverage applications that are offered as software-
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required for traditional desktop computers.   VDI will enable Western Illinois 
University students to access lab applications from their personally owned devices 
regardless of where they are in the world.  	
	
It also provides increased security with more control over data. VDI enables 
mobile devices to access applications that otherwise would not be accessible on 
them.  Thus, VDI will be driven by the Bring-Your-Own-Device (BYOD) mobile 
trend (addressed in Recommendation 7 and Action Item 6.2).	
	

Action	Item	5.2:		Western	Online	Strategic	Steering	Committee	
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Action	Item	5.4:		Expand	and	Enhance	Electronic	Classrooms	
	

All classrooms should have a fundamental and appropriate level of technology.	
	
The previously identified two levels of technology for classrooms should 
be revised or affirmed by IT governance (Action Item 10:1). 	
	
In the fall of 2014, an inventory review was conducted in conjunction with the 
colleges that identified standard classrooms that were in most need of upgrades. 
Plans and a schedule for upgrades for rooms without technology, or have outdated 
technology should be developed. 	
	
A roadmap identifying priorities and sequences of upgrades for most or all of the 
remaining classrooms that lack technology enhancements should be determined 
through IT governance.	

 	
Action	Item	5.5:		Standardize	Existing	Electronic	Classrooms	
  

Faculty teaching in multiple electronic classrooms should be presented with a 
uniform, standard method of interfacing with the technology. 

  
Equipment in classrooms should be maintained and refreshed on appropriate, 
established technology lifecycles. The controls in all of the classrooms should be 
standardized so that a faculty member teaching in multiple classrooms is 
presented with the same interface.  Students also require consistent interfaces for 
their own in-class presentations. Standardized electronic classrooms are easier to 
maintain and support.  

  
The University should strive to equip all or most electronic classrooms on both 
campuses to support video conferencing, so that classrooms on each of the 
campuses work together seamlessly.  The technology differences between the 
Quad Cities and the Macomb campuses currently provide a sub-optimal 
experience because of the involvement required on both campuses in order for the 
teleconferenced course to be successful.  An ongoing dialog should be established 
with faculty to determine standards that will ensure both campuses have 
consistent classroom technologies that meet or exceed instructional needs and that 
provide the same user experience for both instructors and students.  

	
Action	Item	5.6:	Support	Innovation	
 	

Western Illinois University should create and support facilities where faculty 
can test and prototype new and emerging technologies that have potential 
application in instruction and research.	
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(software, projection, etc.) and be available as dedicated spaces for classroom 
instruction.	

 	
The use of virtual desktops (VDI) should be expanded into the classrooms.  Also, 
a mechanism should be provided through IT Governance for faculty to provide 
input when the hardware or software is changed in these rooms. 
	

	
RECOMMENDATION	6:		STUDENT	EXPERIENCE/EXPECTATIONS	
	
Prior to their arrival on the campuses, many students have experienced robust technology 
environments in their homes, high schools, community colleges, and/or other 
institutions.  Familiar with the computers and the Internet since birth, they have grown up 
expecting a wide array of services and information to be available twenty-four hours a 
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software.  The student population represents a significant consumer base that the 
University can use to leverage its buying power.  The University should continue 
to work with its existing IT partners in offering new products and services and 
seek to form new partnerships that add value to the overall student experience. 	
	
Increasingly, the work being produced by students in 21st-century learning 
environments (across the disciplines) integrates visual and multimedia elements 
with traditional written work. WIU’s access to MS Office and Google Apps 
allows for the production and organization of work, but lacks the components 
necessary for creating visual/multimedia elements. WIU should revisit site-
licensing options for Adobe Creative Cloud applications (Photoshop, Illustrator, 
Premiere, et al), which would make these available to all students.	

	
This Action Item, which helps put technology into the hands of students, also 
relates to the establishment of a Mobile Computing Center (Action Item 7.2).	

	
Action	Item	6.3:		Campus	Portal		
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transaction trend that utilizes personal mobile devices, individuals should be able to 
securely conduct university online activities (teaching, learning and conducting business) 
using any network-connected device, from any location, at any time.  Respected 
organizations, including Gartner, have been talking about this for many years. The 
University should begin supporting mobility by developing the appropriate safeguards, 
measures and policies that will keep data secure and compliant.	
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● The existing or new ERP should support this trend.  Emerging mobile 
technologies and opportunities should be explored, particularly with 
regard to student-facing services. 

● Appropriate security measures need to be implemented.  This will most 
likely result in the procurement of specialized software for this purpose. 

● The concept of a BYOD lab should be explored along with desktop 
virtualization.  Depending on the implementation and results, this could 
reduce the dependency on labs with University-owned equipment in the 
future. 

	
Action	Item	7.4:	Revisit	the	One-to-one	Program	
	

The University should revisit the concept of a one-to-one program.	
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Action	Item	8.1:		Assess	Feasibility	For	Moving	Services	to	Cloud	
 	

To reduce high expenditures on hardware, software and IT maintenance, the 
University should systematically evaluate the feasibility of moving existing 
services and obtaining new services in the “cloud.”  This should include 
consideration for moving the data center to the cloud as well.	

 	
The term cloud refers to a service that is provided via the Internet by a 
vendor.  Another term for this is the public cloud.  A private cloud, however, 
consists of virtualized servers and storage implemented in the University’s data 
centers.  Software that resides in a cloud is often referred to as Software-as-a-
Service, or SaaS.	
 	
Cloud computing has been embraced because of its ability to eliminate many of 
the complex constraints common in traditional computing environments, such as 
space, time, power, and cost.  Gmail, Google Docs, Western Online 
(Desire2Learn) and various other online storage services (such as Dropbox, 
iCloud, Google Drive and SkyDrive) are but a few examples of public cloud 
services that most of the WIU community is already familiar with. 	

 	
Examples of services running in the public cloud and on-premises/private cloud 
(hosted on servers running in the University’s Data Center), include email and 
other applications provided by Google Apps for Education, Western Online 
(Desire2Learn) and the Geographic Information System (GIS).  In addition, the 
Enterprise Task Force is pursuing a SaaS solution for WIU’s next ERP (or 
business) system.	
  	
All Internet-based services (i.e., cloud services) should require approval from the 
CIO to insure that security of data, firewall, bandwidth and other issues are 
evaluated before the service is acquired.  Adoption of public cloud services 
opportunities must be weighed against the potential risks and consider laws and 
regulations including HIPAA, FERPA, GLBA, FCRA, export control laws, the 
protection of sensitive research and personal data, Section 508, IITAA, and 
comply with applicable Western Illinois University policies.  Sensitive 
information shall not be relegated to the cloud (or SaaS) without approval of the 
IT Governance Council.	

	
● The University should also develop a policy that addresses issues 

pertaining to the use of cloud-based services. 

● By 2020, the University should increase the number of cloud applications 
that support higher capacity/bandwidth protocols by 20%.  This includes 
moving basic and infrastructure services to best-of-breed providers.  As of 
2016, Desire2Learn, Google Apps for Education (including Gmail), and 
Microsoft Office 365, which are cloud-based applications, were being 
used by WIU.  In addition, some IT security functions and other server 
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monitoring functions (such as Pingdom) are being handled in the cloud.  
Office 365.  Some departments also use cloud-based applications such as 
form hosting, etc. 

● Form a committee to research how other universities are using the cloud 
for data center services and the feasibility and costs associated with 
moving WIU’s data center to the cloud in the future. 

	
Action	Item	8.2:		Engage	with	Statewide	and	National	IT-related	Organizations	
	

University Technology should seek increased partnerships with IT consortiums 
and IT research organizations.	

 	
Key uTech representatives should participate in state and national organizations 
and consortiums that facilitate peer-to-peer networking for the exchange of ideas 
germane to campus technology.  University Technology and other IT 
organizations at WIU should also take advantage of partnerships that support the 
University’s IT efforts through online access to current IT research, tools, advice 
and project guidance rather than trying to develop new capabilities from 
scratch.  Where possible, telephone access to analysts and researchers should also 
be sought. 	
	

Action	Item	8.3:		Collaboration	with	Colleges		
	

University Technology should work with the colleges, other University divisions, 
and departments to align or realign strategic partnerships.	

	
There are many areas in which University Technology could provide end-user 
services, such as workshops and training on applications. However, uTech lacks a 
staff dedicated to such tasks.  Likewise, the colleges (for example, COEHS) have 
personnel (such as technical representatives or tech reps) whose background, 
skillsets and primary job functions are to provide instructional development 
services, training and facilities. However, the tech reps time is often monopolized 
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RECOMMENDATION	9:		IT	TRAINING	
 	

The University must continue to invest in the training of its IT personnel who 
support and secure critical IT systems that are core to the University’s business.	

 	
Learning is the University’s core business and it should be a lifelong pursuit of 
everyone involved in supporting the University’s mission.  Because the field of 
technology is complex and constantly changing, ongoing training and 
development of the IT workforce is essential.	
	

Action	Item	9.1:		Continue	Building	and	Retaining	a	Talented	IT	Workforce	
	

Training roadmaps should be developed for staff in IT support positions and 
funds provided to implement training plans.  New technology implementations 
must include plans for the staff to acquire the skills and knowledge required for 
implementation and ongoing support.	

 	
The adoption of open source (Action Item 4.2) and restrictions on hiring new 
positions necessitate that the University maximize the effectiveness of its existing 
staff resources. Despite limited resources, the University must strive to broaden 
technical staff’s knowledge and keep their skillsets current by providing training 
and development opportunities. The need for cross training should also be 
identified and pursued for the development of two-deep IT support of mission 
critical services.	
 	
Appropriate methods of training must be determined for each new technology that 
is implemented. Options could include online training, books, sending one person 
to external training and having them serve as a train-the-trainer, and various other 
opportunities.	
 	
Because “IT service management derives enormous benefits from a best practice 
approach,” all directors and managers in University Technology should become 
ITIL Foundation Class certified (Official ITIL Website).  By fostering process 
maturity within the organization and striving to deliver quality business services, 
University Technology will become a leader in IT quality services among its 
peers.	

	
Action	Item	9.2:		Innovative	Recruitment	
	

The University should pursue new and innovative ways to recruit talented IT 
staff.	

 	
The University should develop internal talent by finding ways to invest in bright 
and promising students. Graduate students can also be assigned to special projects 
(either by working with the Computer Science Department or paying them as 
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Services, Student Services, Advancement and Public Service, or Planning should 
be appointed. The SGAs at the Macomb and Quad Cities campuses should each 
appoint a student representative.  These appointments are intended to foster 
communication instead of being governance but they will contribute to the overall 
success of University Technology and they could also serve in the IT governance 
structure.	
	
The term for faculty, staff, and student appointments, the amount of time needed 
(perhaps a couple of hours a month), and which governance body makes these 
appointments needs to be determined. 	

	
University Technology will also form a Liaison Committee to better serve its 
customers.  This will be tied to uTech’s communication/outreach efforts. 
	

● Appointed uTech directors/managers will serve as liaisons to assigned 
departments/divisions within the University.  They will participate in 
various meetings in their assigned organizations and serve as a point-of-
contact for them.  

● Technical Representatives in the colleges also serve as liaisons and will 
attend the Liaison Committee meetings.    

● Regularly scheduled liaison meetings will be conducted with other invited 
representatives present to advise on priorities and to resolve issues.  

● 


